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Sd;8bJ/SYT -VP
VIv tri~n khai Cong van 6611S1TIT­
CNIT ngay 09/4/2018 cua SO'Thong

tin va Truyen thong.

CQNG HOA xA HQI COO NGIDA VIJj:TNAM
DQclip - Tv do - H\lnh phuc

Dang Nai, ngay~Jthimg4 ndm 2018

Kinh giri; Giam d6c, Thu wang cac don vi tnrc thuoc,

Sa y t~ D6ng Nai nhan duoc Cong van s6 6611STTTT-CNTT ngay
09/4/2018 cua Sa Thong tin va Truyen thong v€ viec thea doi, ngan chan k~t n6i
may chu di€u khien rna dQc GandCrab (dinh kernCong van).

Giam d6c Sa Y t~ d€ nghi Giam d6c, Thu tnrong cac don vi tnrc thuoc chi
dao cac tfi chirc, ca nhan cua don vi minh phu trach v€ cong nghe thong tin tfi
clnrc trien khai thuc hi~n viec thea doi, ngan chan k~t n6i may chu di€u khi€n
rna dQc GandCrab.

D€ nghi Giam d6c, Thu tnrong cac don vi tnrc thuoc tri€n khai thuc hien
thea su chi dao.z,

Nui nh~n:
- Nhtr tren;
- Liru: VT,VP.
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DT: (02513) 942641, Fax: (02513) 847269, Email: syt@dongnai.gov.vn, Website: syt.dongnai.gov.vn

------------------------------------------- "_-------



CQNG HOA :xAHQI CHU NGHiA vrsr NAM
DQclip - TV do - H,nh phuc

D6ng Nai, ngay 9 thdng 4 nam 2018

UBND TiNH DONGNAI
SO THONG TIN vA TRUYEN THONG

S6: 661 ISTTTT-CNTT
VIv theo doi, ngan ch~ k~t nAimay chu di€u

khi~nma dQcGandCrab

Kinh giri:
- Van phong Tinh uy;
- Cac Sa,Ban, Nganh;
- UBND cac huyen, Tx. Long Khanh, Tp. Bien Hoa;
- Cac T6 chtrc DOlinth€, Chinh tri - Xa hQi;
- Dai Phat thanh - Truyen hinh DAng Nai, Bao DAng
Nai, Bao Lao dQngDAngNai.

Sa Thong tin va Truyen thong nhan duoc Cong van s6 85NNCERT­

DPU'C ngay 05/4/2018 cua Trung tam Ung ciru khAn cdp may tinh Vi~t Nam v€

viec theo doi, ngan chan k~t n6i may chu di€u khien rna dQcGandCrab.

Sa Thong tin va Truyen thong thong bao nQi dung canh bao cua Cong van

s6 85NNCERT-DPU'C neu tren d~n cac don vi, dia phirong d€ bi~t va thuc

hien, NQi dung chi ti~t dtroc dang tai tai dia chi http://stttt.dongnai.gov.vn,

muc "AN TOAN THONG TIN".

Tran trong./,

NO'inhpn:
- Nhu tren;
- Ban Giam d6c;
- P.VHTTcac huyen,
Tx.Long Khanh, Tp.Bien Hoa;
- LUll: VT, CNTT.
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S6 Thong tin va Truyen
thong
stttt@dongnai.gov.vn
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Khu BI Chung eu Nguy~n Van TrBi,duang Nguy~n Ai Quae, P. Quang Vinh, TP. Bien Hoa - D6ng Nai
TEL: (0613) 810269 - FAX: (0613) 827071



CQNG HOAxA HQI cmJNGHiA ~T NAM
Dqc J,p - TV do - H,nh phuc

Ha Npi, ngay 5'thdng 4 nam 2018

BO THONG TIN vA TRUYEN THONG
TIUJNGTAMIDJG druKHAN cAP

MAYTiNHVItrNAM
SB: '$5NNCERT-DPVC

VIv thea doi, ngan chan k~t nBimay
chu di€ukhien rna dQcGandCrab

Kinh girl:
- Cac don vi chuyen trach v~ CNIT, ATIT: Van phong Trung
uong Dang, Van phong Chu tich mroc, Van phong Quae hQi,
Van phong Chinh phu;

- Cac don vi chuyen trach v~ CNTT, ATIT cac BQ, nganh;
- Cac Sa Thong tin va Truyen thong;
- Cac Thanh vien Mang Iuoi tmg ciru SI! ca an toan thong tin
mang quoc gia;

- Cac TAng cong ty, T~p doan kinh tS; cac tA chirc Tai chinh,
Ngan hang va Chung khoan; cac Doanh nghiep ha tAng
Internet, Vi~n thong, Di~n hrc, Hang khong, Giao thong v~
tai, D§u khi;

- Cac don vi thuoc BQThong tin va Truyen thong.

..,. ...., IHOATOC.

Thuc thi nhiem vu thea doi khong gian mang, Trung tam lrng ciru khAn
cApmay tlnh Vi~t Nam (VNCERT) phat hi~n dang co chien dich phat tan rna
dge tang ti~n GandCrab tAn eong nhi~u nuoc tren thS gioi, trong do co Vi~t
Nam. Ma dgc tang ti~n GandCrab dugc phat tan thong qua bg cong C\lkhai thae
16hdng RIG, khi bi lay nhi~m, toan bQcae t~p tin dfr li~u tren may nguOi dung
se bi rna hoa va ph§n ma rQng eua t~p tin bi ddi thanh *.GDCB ho~e *.CRAB,
dang thai rna dgc sinh ra mQt t~p CRAB-DECRYPT.txt nhfun yeu c§u va hu6ng
din nguOi dung tra ti~n chuQe ill400 - 1.000 USD b~g cach thanh toan qua ti~n
di~n tUDASH d~ giai rna dfr li~u.

Th\l'c hi~n QuySt dinh sd 05/2017 IQD- ITg va Thong ill sd 20/20 171TT­
Brm v~ di~u phdi, Ung CUu Sl! cd an toan thong tin m~g tren toan quae,
Trung tam VNCERT yeu c§u Lanh d~o don vi chi d~o cac don vi thuQc ph~ vi
quan Iy th\lc hi~n khAn cApcae vi~c sau d~ phong ngira, ngan ch~ vi~c tAn cong
eua rna dgc GandCrab vao Vi~t Nam:

1. Theo doi, ngan ch~n kSt n6i dSn cac may chu may chu di~u khiSn rna
dQc tdng ti~n GandCrab va c~p nh~t vao cac h~ th6ng bao v~ nhu: IDS/lPS,
Firewall, ... cac thong tin nh~ d~g t~ ph\ll\lc dinh kern;



2. N~u phat hien rna dQcGandCrab cAnnhanh ch6ng co l~p vung/may bi
nhiSmva bao cao v! CO'quan di!u ph6i qu6c gia (VNCERT);

3. Khuyen cao ngiroi su dung nang cao canh giac, khong rna va click vao
cac lien k~t (link) ciing nhu cac ~p tin dinh kern trong email c6 chtra cac t~ptin
dang .doc, .pdf, .zip,... diroc gtri til nguoi 1~hoac nSu email dugc gUitil ngiroi
quen nhung each d~t tieu d! hoac ngon ngu khac thuong. Va cAnthong bao cho
bQphan chuyen trach quan tri h~ th5ng ho~cdam bao an toan thong tin khi nhan
dugc email nghi ngo.

Ma dQct6ng tiSn GandCrab rdt nguy hiem, co thS danh c~p thong tin va
rna hoa toan bQdu li~u tren may bi nhiBm.Tin t~c khai thac va tdn cong se gay
ra nhiSuh~uqua nghiem trong khac, Trung tam VNCERTyeu cAuLanh d~ocac
dan vi nghiem ruc th\l'Chi~nI~nhdi!u ph6i.

M9i chi tiit xin lien h¢ CO'quan DiJu pht5i qut5c gia:

Trung tam (fng cUukhAncApmay tfnhVi~tNam
Dja chi: Tang 5 - Toa nha 115 TrAnDuy Hrmg - cAuGiAy- Ha NQi;
f)i~n tho~i: 024 36404423 s6 may Ie 112;

DuOngday n6ng: 0869 100319/0888 609399;

Hom thu di~ntU ti~pnh~ bao cao S\l'c6: ir@vncert.gov.vn.
Tran trQng.l.~

NO'inhpn:
- Nhutren;
- BQ truOng Tru<Yl1gMinh TufuI (d~ hIe);
- ThtctruOng Nguy~n ThOnh Hung (d€ hIe);
- Giam d6e (de hIe);
- Cae phOng, chi nhcinh: KTHT, NCPT, TVDT,
CNHCM, CNDN;

- Luu VT, DPU'C.
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I. Danh sach cac may chii diSu khi~n ma dQcGandCrab (C&C Server)
cip nhit d@nngay 05/4/2018

TT Bja chi C&C

1 politiaromana.bit

2 malwarehunterteam.bit

3 gdcb.bit

D. Danb sacb ma bim (Hash SDA-2S6)

I 966a0852c8adbeaOb7b7aada7c2c85 Iee642c7bca7da3b29ee143f47 ddeb90a5

IT SHA-2S6


